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Abstract 
 

The interoperability of medical devices and their incorporation onto IT networks 

are becoming even more pervasive. This coupled with the increase in cyber-

attacks on the IT-Networks incorporating medical devices of the Health Delivery 

Organizations, make the risks to patient safety and data and system security an 

issue to be considered within the responsible organization risk management 

process along the whole life cycle of a medical device. In this context, IEC 80001-

1, ISO/TR 80001-2-2 and European Regulation n. 745/2017 represent the main 

cybersecurity normative framework which manufacturers of medical devices have 

to comply with. The aim of this work is to provide a tool that can be used by 

manufacturers to evaluate if their medical devices, intended to be incorporated 

into a medical IT network, conform to the cybersecurity European regulation and 

most relevant technical standards requirements focused, in particular, on the 

patient safety. The tool consists of an excel check list that enables the user to 

verify if the basic risk controls processes and measures  have been applied and if 

the overall risk management approach have been correctly implemented. 

The tool has been tested in a company developing medical device software for 

healthcare organizations, BiMind srl. The analysis of results showed that the 

medical device software concerned is secure as expected, but the tool also 

highlighted that some process and product security aspects have to be improved in 

order to further reduce the cybersecurity risks. 

Nowadays, the patient safety and data and system security results to be critical. 

However, despite its relevance the topic is not homogeneously regulated today. 

For this reason a tool concerning the compliance assessment it would be helpful to 

manufacturers for ensuring an acceptable level of cybersecurity for a medical 

device integrated in IT-network. 
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1 Introduction 
 

 

1.1 Background 
 

At the beginning, medical devices (MDs) were designed as stand-alone devices 

and placed in a IT network provided and maintained by the Medical Device 

Manufacturers (MDMs) when required to be networked (e.g. Physiological 

Monitors in an Intensive Care Unit) [1].  

 

 
Figure 1. Physiological Monitoring Proprietary Network [1] 

 

Over the last couple of decades, we have assisted to a transformation of the IT 

architecture in Health Delivery Organizations (HDOs) which makes all their IT 



8 

systems, applications and medical devices grouped on one single infrastructure 

utilizing a common network.  

 

 

 
Figure 2. HDO Single Heterogeneous Network [2] 

 

This IT-network concept can be very efficient as it ensures that the right 

information is available to the right person, where and when they need it [3]. 

Furthermore,  results in a reduction of adverse events, leading to improved patient 

safety. 

However, the complexity of the integration of interoperable medical devices and 

systems onto heterogeneous network combined with their crucial role in the 

delivery of care to the patient, introduces new unintended consequences which are 

outside of the control of the MDMs and introduce risks that need to be identified 

and managed [4].  
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1.2 Medical Devices 
 

The International Electrotechnical Commission (IEC) defines medical device as 

any instrument, apparatus, implement, machine, appliance, implant, in vitro 

reagent or calibrator, software, material or other similar or related article: 

a) intended by the manufacturer to be used, alone or in combination, for human 

beings for one or more of the specific purpose(s) of: 

▪ diagnosis, prevention, monitoring, treatment or alleviation of disease, 

▪ diagnosis, monitoring, treatment, alleviation of or compensation for an 

injury, 

▪ investigation, replacement, modification, or support of the anatomy or of a 

physiological process, 

▪ supporting or sustaining life, 

▪ control of conception, 

▪ disinfection of medical devices, 

▪ providing information for medical or diagnostic purposes by means of in 

vitro 

▪ examination of specimens derived from the human body; and 

b) which does not achieve its primary intended action in or on the human body 

by pharmacological, immunological or metabolic means, but which may be 

assisted in its intended function by such means [5]. 

MDs have evolved from standalone analogue-computer technology to digitalized 

medical devices that incorporate electronic programmable systems and software 

that are medical devices in themselves. This evolution requires manufacturers to 

develop and manufacture their products in accordance with the state of the art 

taking into account the principles of risk management, including information 
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security, as well as to set out minimum requirements concerning IT security 

measures  [6]. 

 

1.3 Medical IT-Network 
 

Patient monitoring systems were initially installed on stand-alone networks with 

dedicated infrastructure isolating the monitors on their own network. Many of 

these monitoring applications have been installed over time in different 

departments within the HDO, each with its own dedicated infrastructure. 

Gateways have been introduced which allow data exchange between the 

monitoring systems and hospital administration systems. A 2010 report stated that 

the simplification of the IT architecture is necessary if HDO want to integrate 

information from medical devices and computerized physician order entry 

systems into an electronic health record (EHR) [7]. 

An IT-network is defined by IEC as a system or systems composed of 

communicating nodes and transmission links to provide physically linked or 

wireless transmission between two or more specified communication nodes. 

When a medical device is connected onto a IT-network that network then 

becomes a medical IT-network.  

Increasingly, electronic medical devices are being connected to each other and to 

other technologies and information is exchanged and shared between these 

devices. The effective interconnectivity of various medical devices and systems is 

dependent on the secure transfer and use of information. This  interconnectivity of 

medical devices and systems is called “interoperability” and has the potential to 
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promote innovation and facilitate new methods and models of healthcare delivery, 

resulting in increased efficiency and outcomes in patient care. These shared 

networks facilitate the transfer of information between interoperable medical 

devices and their related systems while also allowing the transfer of video, 

telephone and data communication. The purpose of these heterogeneous networks 

is to ensure that the right information is available to the right person, where and 

when they need it. The interoperability of medical devices sharing a common 

network improves medical device capabilities and ease of use however it also 

adds complexity and therefore increases risk. 

 

1.4 Patient Safety and Risk 
 

The World Health Organization (WHO) defines patient safety as the “prevention 

of errors and adverse effects to patients associated with health care”, and statistics 

from the WHO indicate that approx. 43 million patient safety incidences occur 

every year equating to 1 in every 10 patients being affected.  

Communication failures between physicians, resulting in poor information 

relating to the clinical condition of a patient being communicated, is one of the 

most common factors contributing to adverse events. The authors also suggests 

that the correct use of information technology can improve patient safety by 

improved communications and the availability of clinical decision support based 

on real time patient data from connected medical devices.  

 

In relation to medical networks risk is defined as a combination of the probability 

of occurrence of harm and the severity of that harm. 
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As a result of this technological advancement and interconnectivity, medical 

devices have become vulnerable to international cyber threats allowing 

unauthorized access enabling change of settings and loss of data. Some statistics 

of Italian Cybersecurity Italian organizations show that in 2019, compared to 

2018, the number of the most significant attacks in Italy in the healthcare sector 

increased by 17%, accounting for the third place in the rank with a remarkable 

increasing trend over the past six years [8] (Figures 3 and 4). 

 

 
Figure 3. Type and distribution of attacked sectors [8] 

 

 
Figure 4. % distribution of attacked sectors [8] 
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The need for effective cybersecurity to ensure medical device functionality and 

safety has become more important with the increasing use of wireless, Internet, 

and network-connected devices. Cybersecurity incidents have rendered medical 

devices and healthcare companies networks inoperable, disrupting the delivery of 

patient care across healthcare facilities. Such incidents may lead to patient harm 

through delays and/or errors in diagnoses and/or treatment interventions, etc. 

Thus, stakeholders within the healthcare sector have a shared responsibility to 

mitigate those risks compromising the Safety, Effectiveness and the data and 

system Security of the IT-network. 
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2 Medical devices cybersecurity 
regulation 

 

 

Convergence of global healthcare cybersecurity efforts is necessary to ensure that 

patient safety is maintained while encouraging innovation and allowing timely 

patient access to safe and effective medical devices. All stakeholders are 

encouraged to harmonize their approaches to cybersecurity across the entire life 

cycle of the medical device [9]. To date, however, disparate regulations across 

many governments lack the global alignment needed to ensure medical device 

cybersecurity. 

  

2.1 European Regulation 
 

Within the European Union medical devices are governed by the Medical Device 

Directive MDD 93/42/EEC including Directive 2007/47/EC which outlines 

essential requirements on safety, performance and labelling that all medical 

devices must adhere to. Furthermore, the recent Regulation n. 2017/745/EC 

(MDR) makes mandatory the adoption of cybersecurity risk control measures 

included in the Annex I [10]. They require manufacturers to develop and 

manufacture their products in accordance with the state of the art taking into 

account the principles of risk management, including information security, as well 

as to set out minimum requirements concerning IT security measures, including 

protection against unauthorized access. These requirements, and their 

interconnection, are illustrated in Figure 5: 
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Figure 5. Cybersecurity requirements contained in MDR Annex I [6] 

 

With regards to cybersecurity, the aim of the MDR requirements is that the 

characteristics of Confidentiality, Integrity and Availability (CIA) of 

information assets (data and system) are duly protected against the risk of theft, 

deletion and alteration. However, medical devices must be also developed and 

manufactured in such a way they are safe and effective and not compromise the 

clinical condition or the safety of patients. To this end, the relationship between 

"safety and security" must be considered as they relate to risk, as illustrated below 

in Figure 6. 
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Figure 6. Cybersecurity measures may cause safety impacts [6] 

 

It is crucial to balance safety and security and when the manufacturer fits the 

medical device with cybersecurity controls and mitigations, the device safety must 

be maintained. 

To effectively manage the development of the cybersecurity risks MDR requires 

the medical device manufacturer to apply a risk management process throughout 

all product phases including but not limited to design, manufacturing, testing and 

post-market monitoring activities (Total Product Life Cycle – TPLC). In fact, 

addressing cybersecurity risks at the design stage can help mitigate cybersecurity 

risks that could contribute to a breach in the confidentiality, a compromise in the 

integrity and availability of the medical device and its data. However, emerging 

security vulnerabilities or new attack methods may lead to the situation that a 

medical device became lately unsecure and possibly unsafe. Thus, during the 

medical device lifetime, manufacturers should take into account adverse events 

such as security incidents and vulnerabilities directly related to medical device 

and changes in the threat landscape, including interoperability aspects. 

Consequently, they have to apply appropriate measures to control the new risks 

including, but not limited to, information to operators of medical devices on the 
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identified risk, network configuration changes, software updates and 3rd party 

software updates or patches. The following table gives an overview of the risk 

management processes requested by the MDR [6]: 

 
Table 1. Cybersecurity activities across the life cycle of medical devices according to the 

MDR [6] 

 
 

2.2 ISO/IEC 80001 Series 
 

With the development of medical devices and the introduction of medical devices 

integrated in an IT-network, there were numerous unwanted events related to this 
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new type of medical devices, as reported by Food and Drug Administration 

(FDA) in 2009. For this reason, in 2010, the International Standard Organization 

(ISO) published the standard 80001-1 to help HDO in adopting an effective Risk 

Management to prevent and limit adverse phenomena. Since the publication of 

IEC 80001-1, a number of technical reports have been published to address 

specific aspects and assist the individuals responsible for the different aspects of 

medical device integration into IT networks in the implementation of the standard. 

These are as shown in Table 2 below. 

Table 2. IEC 80001-1 Technical Reports 
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This study mainly focuses on the following standards which contain requirements 

of interest to medical device manufacturer: 

1. IEC 80001-1:2010 “Application of risk management for IT-networks 

incorporating medical devices – Part 1: Roles, responsibilities and  activities”; 

2. IEC/TR 80001-2-2:2012 “Application of risk management for IT-networks 

incorporating medical devices – Part 2-2: Guidance for the disclosure and 

communication of medical device security needs, risks and controls”; 

3. IEC/TR 80001-2-5:2014 “Application of risk management for IT-networks 

incorporating medical devices – Part 2-5: Application guidance - Guidance for 

distributed alarm system”; 

4. IEC/TR 80001-2-8:2016 “Application of risk management for IT-networks 

incorporating medical devices – Part 2-8: Application guidance - Guidance on 

standards for establishing the security capabilities identified in IEC/TR 80001-

2-2”. 

The above mentioned standard are supposed to represent, with together others, the 

current state of-the-art requested by the MDR. 

 

2.2.1 IEC 80001-1:2010 
In 2010 the IEC released the standard 80001-1 that address the risks associated 

with medical devices sharing a common IT network with other devices and 

applications.  

The goal of IEC 80001-1 is to prevent patient harm and three key properties are 

identified: 

▪ Safety: freedom from unacceptable risk of physical injury or damage to the 

health of patient or user.  
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▪ Effectiveness: ability to produce the intended result for the patient and the 

responsible organization.  

▪ Security:  operational state of a medical IT-network in which information 

assets (data and systems) are reasonably protected from degradation of 

confidentiality, integrity, and availability. 

The standard defines roles, responsibilities and activities in relation to the 

management of risk associated with placing a medical device onto an IT network 

for healthcare organizations, medical device manufacturer and other providers of 

IT equipment on the network. 

Concerning medical device manufacturer, the standard establishes that, for 

medical devices connected to an IT-Network, shall be made available instructions 

for implementing such connection, which include, among other: 

▪ The purposes of the medical device’s connection to an IT-Network; 

▪ The required characteristics and configuration of the IT-Network 

incorporating the medical device; 

▪ The security specification of the network connection of the medical device; 

▪ The intended information flow between the medical devices and the medical 

IT-Network and, if relevant for the key properties, the intended routing 

through the medical IT-network; 

▪ A list of the hazardous situation resulting from a failure of the IT-network to 

provide the characteristics required to meet the purpose of the medical device 

connection to the IT-network [5]. 

 

ISO 80001-1 requires risk management to be performed on medical IT-networks. 

The risk management activities required by this standard are based largely on 

those of ISO 14971, but go beyond Safety as defined in ISO 14971 to include 
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managing risk to Effectiveness and to data and system Security. The Table 4 

shows the interconnections between the two risk management systems: 

 
Table 3. Relationship between IEC 80001-1 and ISO 14971:2007 [5] 

 
 
Thus, for the purpose of an effective cyber risk mitigation it’s crucial a close 

cooperation between the medical device manufacturer and the healthcare 

organization in exchanging technical information of medical device and IT 
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network, identifying risks of interoperability and implementing effective control 

measures. The details of the persons, roles, activities and documentation being 

part  of this co-operation should be agreed and documented by means a specific 

Responsibility Agreement. 

2.2.2 IEC/TR 80001-2-2 
Since the publication of IEC 80001-1, a number of technical reports have been 

published to address specific aspects and assist the individuals responsible for the 

different aspects of medical device integration into IT networks in the 

implementation of the standard. 

One of these is the IEC/TR 80001-2-2 “Application of risk management for IT-

networks incorporating medical devices -- Application guidance -- Part 2-2: 

Guidance for the disclosure and communication of medical device security needs, 

risks and controls”, published in 2012. 

This technical report creates a framework for the disclosure of security-related 

capabilities and risks necessary for managing the risk in connecting medical 

devices to IT-networks. Security capabilities are defined as a broad category of 

technical, administrative or organizational controls to manage risk to 

confidentiality, integrity, availability and accountability of data and systems when 

connecting medical devices to IT-networks. The intended use and local factors 

determine which exact capabilities will be useful in the dialog about risk. 

The security capabilities are potential security risk control options. Their selection  

follows after identifying the need for mitigation of a security risk which is related, 

in its turn, to the intended use of the medical device when incorporated into the 

medical IT-network. This may lead to the situation that a specific security solution 

developed for a particular device in one use scenario might be inappropriate in 
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another. The risk controls options that can be applied and the potential security 

risks that can be addressed using that risk are showed in the Table 4: 

Table 4. Security capabilities and related requirement goals 

IEC/TR 80001-2-2 
Section Name Description  Requirement goal 

5.1 ALOF Automatic 
log-off 

Reduce the risk of unauthorized access to health data 
from an unattended work spot. Prevent misuse by other 
users if a system or work spot is left idle for a period. 

5.2 AUDT Audit controls 

Define harmonized approach towards reliably auditing 
who is doing what with health data, allowing HDO IT to 
monitor this using public frameworks, standards and 
technology. To allow security officer to audit activities, 
to assess compliance with a secure domain’s policies, to 
detect instances of non-compliant behaviour, and to 
facilitate detection of improper creation, access, 
modification and deletion of Protected Health 
Information (PHI). 

5.3 AUTH Authorization  

Following the principle of data minimization, provide 
control of access to health data and functions only as 
necessary to perform the tasks required by the HDO 
consistent with the intended use. 

5.4 CNFS 
Configuration 

of security 
features 

To allow the HDO to determine how to utilize the 
product security capabilities to meet their needs for 
policy and/or workflow. 

5.5 CSUP 

Cyber 
security 
product 
upgrade 

Create a unified way of working. Installation / Upgrade 
of product security patches by on-site service staff, 
remote service staff, and possibly authorized HDO staff 
(downloadable patches). 

5.6 DIDT 
Health data 

de-
identification 

Ability of equipment (application software or additional 
tooling) to directly remove information that allows 
identification of patient. Data scrubbing prior to 
shipping back to factory; designing to allow remote 
service without health data access/exposure; in-factory 
quarantine, labelling, and training. 

5.7 DTBK 
Data backup 
and disaster 

recovery 

Assure that the healthcare provider can continue 
business after damage or destruction of data, hardware, 
or software 

5.8 EMRG Emergency 
access 

Ensure that access to protected health data is possible in 
case of an emergency requiring immediate access to 
stored health data. 
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IEC/TR 80001-2-2 
Section Name Description  Requirement goal 

5.9 IGAU 
Health data 
integrity and 
authenticity 

Assure that health data has not been altered or destroyed 
in not authorized manner and is from the originator. 
Assure integrity of health data. 

5.10 MLDP 
Malware 

detection and 
protection 

Product supports regulatory, HDO and user needs in 
ensuring an effective and uniform support for the 
prevention, detection and removal of malware. This is 
an essential step in a proper defence in depth approach 
to security. Malware application software is updated, 
malware pattern data files kept current and operating 
systems and applications are patched in a timely fashion. 
Post-updating verification testing of device operation for 
both continued intended use and safety is often 
necessary to meet regulatory quality requirements. 

5.11 NAUT Node 
authentication 

Authentication policies need to be flexible to adapt to 
local HDO IT policy. As necessary, use node 
authentication when communicating health data. 

5.12 PAUT Person 
authentication 

Authentication policies need to be flexible to adapt to 
HDO IT policy. This requirement as a logical place to 
require person authentication when providing access to 
health data. To control access to devices, network 
resources and health data and to generate non- 
repudiatable audit trails. This feature should be able to 
identify unambiguously and with certainty the individual 
who is accessing the network, device or resource. 

5.13 PLOK Physical locks 
on device 

Assure that unauthorized access does not compromise 
the system or data confidentiality, integrity and 
availability. 

5.14 RDMP 

Third-party 
components in 

product 
lifecycle 
roadmaps 

HDOs want an understanding of security throughout the 
full life cycle of a medical device. MDM plans such that 
products are sustainable throughout their life cycle 
according internal quality systems and external 
regulations. Products provided with clear statement of 
expected life span. Goal is to manage proactively impact 
of life cycle of components throughout a product’s full 

life cycle. This commercial off-the-shelf or 3rd party 
software includes operating systems, database systems, 
report generators, MIP components etc. (assumption is 
that existing PCP already manages hardware component 
obsolescence).  
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IEC/TR 80001-2-2 
Section Name Description  Requirement goal 

5.15 SAHD 
System and 
application 
hardening 

Adjust security controls on the medical device and/or 
software applications such that security is maximized 
(“hardened”) while maintaining intended use. Minimize 
attack vectors and overall attack surface area via port 
closing; service removal, etc. 

5.16 SGUD Security 
guides 

Ensure that security guidance for operators and 
administrators of the system is available. Separate 
manuals for operators and administrators (including 
MDM sales and service) are desirable as they allow 
understanding of full administrative functions to be kept 
only by administrators. 

5.17 STCF 
Health data 

storage 
confidentiality 

MDM establishes technical controls to mitigate the 
potential for compromise to the integrity and 
confidentiality of health data stored on products or 
removable media. 

5.18 TXCF Transmission 
confidentiality 

Medical device meets local laws, regulations and 
standards according to HDO needs to ensure the 
confidentiality of transmitted health data. 

5.19 TXIG Transmission 
integrity Device protects the integrity of transmitted health data. 

 
Often, the listed security capabilities are used to supply health delivery 

organizations and medical device manufacturers with a basis for discussing 

security risk and their respective roles and responsibilities toward its management. 

This discussion among the risk partners serves as the basis for the Responsibility 

Agreement as specified in IEC 80001-1 [5]. 

One of the resources that MDMs can use to inform the healthcare organizations is 

expressed with the acronym MDS2 that stands for Medical Disclosure Statement 

for Medical Device Security, developed by HIMMS (Healthcare Information and 

Management Systems Society). 

The MDS2 is provided by manufacturers in the spirit of transparency, recognizing 

that safe and secure delivery of patient care is a responsibility shared between 

MDMs and HDOs. The former ensure the devices they place on the market 
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include industry-standard security controls to enable safe and secure operation, 

the latter are responsible for operational security within their environment. 

2.2.3 IEC/TR 80001-2-5 
In 2014 IEC published the technical report 80001-2-5 ”Application of risk 

management for IT-networks incorporating medical devices – Part 2-5: 

Application guidance - Guidance for distributed alarm system”. 

This technical report gives guidance and practical techniques for medical device 

manufacturers, responsible organization and providers of other information 

technology in the application of IEC 80001-1-2010 for the risk management of 

distributed alarm system. It applies to the transmission of alarm conditions 

between sources, integrator and communicators where at least one source is a 

medical device and at least one communication path utilizes a medical IT-

network. This technical report provides recommendations for the integration, 

communication of responses and redirection (to another operator) of alarm 

conditions from one or more sources to ensure safety, effectiveness and data and 

system security [11]. 

The Figure 7 below shows an example of which are the functions of a medical IT-

network to distribute alarm condition: 
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Figure 7. Functions of a medical IT-network to distribute alarm conditions [10] 

 

 

2.2.4 IEC/TR 80001-2-8 
Lately, in 2016, the IEC published the technical report ISO/TR 80001-2-8 

“Application of risk management for IT-networks incorporating medical devices - 

Part 2-8: Application Guidance - Guidance on standards for establishing the 

security capabilities identified in IEC TR 80001-2-2”. 

This technical report provides guidance to healthcare organizations and medical 

device manufacturer for the application of the framework outlined in IEC/TR 

80001-2-2. 

As established by the IEC/TR 80001-2-2 managing the risk in connecting medical 

devices into IT-network requires the disclosure of security-related capabilities and 

risks. This report addresses each of them and identifies security controls during 

risk management activities, device selection, implementation and operation. 
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The 19 security capabilities are not required in every case and should not be 

considered exhaustive. Their selection should be based on the risk evaluation and 

the risk acceptance policy with consideration of for the protection of patient 

safety, life and health. The intended use of the medical device, operational 

environment, network structure and other local factors determine which security 

capabilities are necessary and which security controls are required to make that 

security capabilities effective [12]. 
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3 Tool design and implementation 
 

 

3.1 Introduction 
 

This chapter focuses on the iterative development of the tool. Alike the HDOs to 
date does not exist any tool which helps MDMs to assess their compliance with 
the requirements set by norms mentioned in the previous chapter. 

The aim of this work is to build a toolkit that can be used to assess the maturity of 
a software used in the healthcare environment in terms of cybersecurity. In 
particular, this work aims to provide medical device manufacturer with 
instructions and a specific checklist in order to encourage the step-by-step 
implementation of IT security for medical devices, especially for networkable 
ones, and compensate for the absence of harmonized standard as well as possible. 
Moreover, it can also be suitable for assessing the technical measures required for 
data protection. Nevertheless, the focus is on the patient safety and not on the 
confidentiality of data.  

The toolkit developed has like starting point the ISO/IEC 80001 series, that is an 
international standard but not largely used in Europe. For this purpose, the 
attention is focused on this standard to diffuse it in the context of medical device 
incorporated in an IT-network. Furthermore, the attention is also focused on the 
MDR 2017/745, that will enter in force from May 2021, but only on cybersecurity 
aspects. 

 

3.2 Structure of the toolkit 
 

The structure of the checklist is based on the idea that IT security relays on three 
fundamental topics: 
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1. process requirements 
2. product requirements 
3.  documented evidence that these process and product requirements have 

been met.  

The checklist is composed by more than 100 requirements which show an 
appropriate maturity level according to the following criteria: 
 
Table 5. Criteria of requirement prioritization 

PRIORITIZATION LEVEL LEVEL DEFINITION 

0 Basic level 

1 Advanced level 

2 State of the art 

3 Expert level 

 

The logic of the requirement prioritization is the following: 

• Basic level: Anyone who does not even meet the requirements of this level 
should not develop medical devices. An auditor must expect these 
requirements to be met in the very first audit; 

• Advanced level: The manufacturer has already addressed the issue of IT 
security. This level can be accepted for less critical products and at the 
initial audits. However, an improvement is expected in each subsequent 
year until level 2 is reached; 

• State of the art: This is the level that manufactures generally have to 
reach in the long run. However, it does not yet reflect the state of scientific 
knowledge; 

• Expert level: This level is reached by professional IT security experts. It 
goes beyond what an auditor can normally expect from medical devices. 
Energy suppliers, intelligence services and military would have to operate 
at this level [13] 
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As it can be seen from the table 5, for each level definition corresponds a specific 
number describing the level of prioritization. Since the achievement of basic level 
requirements is fundamental for a medical device manufacturer, the tool carries 
out a special control thanks to which if all of the basic level requirements are fully 
achieved then the final assessment result can be calculated, otherwise even if only 
one of the basic requirements is not fully achieved, the final result cannot be 
assessed. Consequently, MDM is forced to full implement the risk controls or 
processes of basic level attributes. 

About the choice of the prioritization, are taken into account the following 
dimensions: 

• Risk for an individual patient 
• Scope 
• Feasibility 

All of these requirements are divided in two categories: process and product 
requirements. The first category includes all the requirements for the development 
process and for the post-development phase; while the second category includes 
all the requirements including preliminary remarks, general information, system 
requirements, system and software architecture, and finally support materials. 

The process and product requirements in turn are subdivided in several 
subcategories. 
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Table 6. Subcategories of process and product requirements 

 

In the Table 6, the subcategories that are highlighted for both the process and 
product requirements contain basic level attributes. 

Requirements of each subcategory are referred to the related standard above 
described: MDR 2017/745 and ISO/IEC 80001 series, and for each of them the 
MDM has to show a specific compliance with a correlated score. By analyzing the 
ISO/TR 80001-2-7, scores for compliance are assigned by means of the ordinal 
rating scale to express the levels of achievement, like described in the Table 7 
[14]: 
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Table 7. Scoring of compliance status 

SCORES ACHIEVEMENT LEVELS 

0 N= Not achieved 

1 P= Partially achieved 

2 L= Largely achieved 

3 F= Fully achieved 

 

The logic of the achievement levels is the following: 

• Not achieved: little or no evidence of achievement of the defined attribute 
in the assessed process; 

• Partially achieved: some evidence of an approach to, and some 
achievement of, the defined attribute in the assessed process. Some aspects 
of the achievement of the attribute may be unpredictable; 

• Largely achieved: evidence of a systematic approach to, and significant 
achievement of, the defined attribute in the assessed approach. Some 
weaknesses related to this attribute exist in the assessed process; 

• Fully achieved: evidence of a complete and systematic approach to, and 
full achievement of, the defined attribute in the assessed process. No 
significant weaknesses related to this attribute exist in the assessed process 
[14]. 

 

3.3 Implementation of the tool 
 

Behind the construction of the tool, there is an hard work about the knowledge of 
right regulations for the cybersecurity topic. In fact, it started from a complex 
study of several standards concerning the cybersecurity risks. The problem was 
that the regulations considered in this thesis treated a very wide variety of 
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subjects. So, the difficulty was to find in these regulations topics which were right 
for this type of work. Thanks to a long period of research and detailed study, it 
was possible to extract the most interesting parts and by making an accurate work 
of synthesis were created a list of requirements specific for cybersecurity aspects. 
All of these requirements were inserted in Microsoft Excel generating a wide and 
detailed checklist, composed of attributes referred to ISO/IEC 80001 series and 
MDR 2017/745 and helpful for manufacturers of medical devices incorporated in 
a medical IT-network. 

Since most of companies use Microsoft Excel for their assessments, the tool was 
developed by means this program in order to favor its implementation. The toolkit 
consists of lots of sheets, which are is well defined and they have an appropriate 
logic. Excel sheets start from those regarding the assessment criteria, basic and 
logic concepts such as the prioritization of requirements, scoring of compliance 
status (described in the previous paragraph); overall assessment result and the 
level assessment.  
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Figure 8. Assessment criteria 



36 

 

Figure 9. Example of an overall assessment result 

 

Figure 10. Example of a level assessment 
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After those begin the subcategories sheets and each of them are characterized by 
cybersecurity requirements with a specific level of prioritization, referred to 
specific standards (ISO/IEC 80001 series and/or MDR 2017/745), and 
distinguished by the corresponding score of compliance status. The general 
composition of a subcategory worksheet is reported in the next figure: 

 

Figure 11. Example of subcategory worksheet 

As to be noted by the Figure 11, at the bottom on the right there is a blue arrow 
which allows thanks to special control to return at the final result. 

Once scores are assigned for each requirement, thanks to a special control it is 
possible to assess the compliance of medical device for both process and product 
requirements separately. This allows medical device manufacturers to understand 
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the difference of the compliance level between the two macro-categories by using 
a spider diagram, as reported below in the Figure 12. 

 

Figure 12. Example of different compliance level for process and product requirements 

In order to obtain a wider vision and a final result of the data assessment about 
compliance level, it is possible to calculate the assessment result resulting from 
scores assigned to each requirement of the checklist, as reported in the Figure 13: 

 

Figure 13. Compliance criteria 
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The logic of the assessment result is the following: 

• Not compliant: little or no evidence of achievement of the requirements in 
the assessed processes; 

• Partially compliant: some evidence of an approach to, and some 
achievement of, the requirements in the assessed processes. Some aspects 
of the achievement of the requirements may be unpredictable; 

• Largely compliant: evidence of a systematic approach to, and significant 
achievement of, the requirements in the assessed approach. Some 
weaknesses related to requirements exist in the assessed processes; 

• Fully compliant: evidence of a complete and systematic approach to, and 
full achievement of, the requirements in the assessed processes. No 
significant weaknesses related to requirements exist in the assessed 
processes [14]. 

As to be noticed from the Figure xx above, the final assessment score is expressed 
in percentage and the maximum level of compliance is achieved by reaching an 
assessment result greater than 85%. Obviously, the fully compliant result is what 
medical device manufacturer has to strive for, to consider satisfying the overall 
assessment of its software.  

The final result can be also assessed through the compliance level with respect 
each level of requirements as shown in the figure below: 
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4 Case of study 
 
 
The checklist described in this work was applied and tested on a medical device 
developed by BiMind srl. The medical device concerned is a software (MDSW) 
for the control in the prescription of chemotherapy, and it has the aim to calculate 
the dose for chemotherapy. The data assessment was carried out through two 
videoconferences, due to Covid-19, by conducting an interview first and then an 
audit with two software developers.  

Before starting the assessment, the medical device manufacturers described the 
general information of the MDSW reported in the Figure 14. 

 

Figure 14. General information about the MDSW 
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Then, the checklist of the toolkit was explained to them in order to understand 
which were the assessment criteria and the meaning of maturity levels for 
requirements (see Tables 5 and 7). 

After a general explanation of the preliminary concepts, the checklist was applied 
to the MDSW. Requirements of each excel sheet (intended as subcategories) of 
the work were checked and for each of them were assigned the corresponding 
scores, according to the pre-established criteria (Table 7).  

 

Figure 15. Example of a completed checklist section 

As described in the previous chapter, once made the score attribution for each 
requirement, it was possible to calculate the compliance status of the medical 
device concerned for both process and product requirements. 
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Figure 16. Compliance status of the software for both process and product requirements 

Spider diagrams show different levels of compliance among the several 
subcategories of attributes. It can be noticed that there are only two 
subcategories (software evaluation and incident response plan) which are 
compliant for the 100%, while all the others don’t reach the 100%. This fact 
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suggests to the MDM in which aspects the software has to be improved  to 
reach the maximum compliance with each subcategory of requirements. 
 
Finally, since all the basic level requirements are fully achieved the overall 
result of the assessment was calculated.  
 

 
Figure 17. Overview of overall assessment of the MDSW  

 
In the picture above, the highlighted value corresponds to the total score 
achieved, given by the sum of points achieved for each subcategory of 
requirements. In this case, the medical devices scored a value of 370/435 and 
according to the Figure 13 was obtained the following overall result: 
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Figure 18. Overall result of medical device 

 
As shown in the Figure 18, the assessment score is equal to 85%, meaning 
that the total compliance is considered as fully compliant, according to the 
Figure 11. About this, the result obtained by the assessment can be considered 
good as desired.  
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5 Conclusion 
 

 
The interoperability of medical devices and the incorporation of these medical 
devices onto IT-networks are becoming widespread. This coupled with the 
increase in cyber-attacks on HDOs, rises the risks to patient safety and data and 
system security. Since there is not harmonized standard about this topic, there is 
not a specific procedure to follow for ensuring the security of MD and for this 
purpose, it is difficult to achieve an optimal level in terms of cybersecurity. 
 
Usually, most of works are intended for the HDOs which buy and use the medical 
device, instead the tool developed in this work is intended in particular for 
MDMs, for medical devices incorporated in an IT-network. Moreover, it focuses 
on the IT security of the medical device and not the organization’s IT security.  
 
The most interesting part of the tool relays on the fact that the requirements of the 
checklist are related to standards which are innovative. Indeed the ISO/IEC 80001 
series is more diffused in the American Countries than the European ones ,and the 
MDR 2017/745 will be enter in force from May 2021. So, to be compliant with 
these regulations could allow MDMs to ensure that their medical devices have an 
additional feature regarding the cybersecurity. In the tool, this aspect is treated in 
a very accurate manner allowing MDMs to know if the control measures adopted 
during the development and post-development phases are suitable for considering 
the cybersecurity risks and for an acceptable level along its total life cycle. 
 
With regard to the further development of the tool, could be useful to integrate it 
with the ISO 27000 series of standards, regarding the health informatics. This 
because the increase of several attempts by professional attackers, who in the 
future could introduce malware into medical devices through the manufacturing 
organization’s IT infrastructure, by means of communication, configuration tools, 

software tools and libraries. 
 
Furthermore, in the context of tenders in healthcare, the need for medical device 
companies to manufacture their products in accordance with the privacy discipline 
has emerged. It is therefore essential to have a report or an audit report on the 
corporate adjustment in order not to risk losing business opportunities. In 
particular, privacy by design aspect has to be treated, in order to be compliant with 
GDPR, so having another advantage with respect to medical devices which don’t 

consider profiles of data protection.  
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