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I 

 

Abstract 
 

 

Modern society is trending really fast towards a digital future, in which data are produced, collected 

and exchanged digitally. Organizations are the primary players who gather and process data, carrying 

with them all the issues related with data protection. To solve these issues, cyber risk assessment 

methodologies are essential for determining the current level of data protection as well as the eventual 

requirement for a cyber security update. In the healthcare field, hospital and healthcare infrastructures 

in general have become a target of cyber attacks, due to the sensitivity of the data that are stored and 

processed, making it necessary to implement cyber security procedures. The goal of this work is to 

create a machine learning model that can perform cyber risk assessment in the most objective and 

simple way possible, considering as inputs maturity, complexity, and attractiveness of an 

organization and 2 classes of risks as output. The development of such a model has been carried out 

through MATLAB environment, exploiting the “classification learner” functionality. A database 

containing 420 companies has been used to train and test the machine learning model. As a result, 

exploiting different algorithms, several machine learning models have been obtained, the best of 

which is characterized by an accuracy of the 78.6%. These results show the possibility to perform 

cyber risk assessment with a machine learning approach, pointing out possible improvements 

exploiting a database containing more entries.  
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1. Introduction 
 

 

The current society, to work properly, is based on the processing and exchange of data. The 

term data is referred to information, that can be collected and analyzed, used to drive 

algorithms involved in decision-making or stored into computers to be used when necessary. 

In the past decade, the world has developed towards a digital direction, with the advent of 

computers and mobile phones and their increasingly large-scale use. This has led to an 

increase in the production rate of information on a daily basis: an estimation has stated that 

roughly 2.5 quintillion bytes of data are generated every day [1]. After being produced, data 

can be exchanged, processed, and utilized for the most disparate purposes. Data is collected 

by governments, businesses, and individuals. It can be used to track trends, understand 

human behavior, and make predictions.  

On the one hand, it is possible to think about data that people exchange with each other, for 

instance the information contained in messages that are exchanged using the messaging 

services between users. On the other hand, a great quantity of data is processed, treated, and 

exchanged between companies. Companies collect an extensive amount of data from people: 

data about patient’s health, financial data, technological data, and so forth. Companies can 

use data to track trends, understand human behavior, and make predictions. Data can be 

bought, sold, and traded. They are used to make decisions about everything, starting from 

what products to sell up to where to build new roads, just to make example.  

Data processing is an essential component of many companies, since it is the act of taking 

data and manipulating it in order to extract meaning from them. In most cases, this process 

involves changing the data to provide them with a better suit with respect to the purpose for 

which they have been collected. Every time a user is connected to the services provided by 

a company or by an app, the company collects information about the user. To process the 

collected data, the individual must give their consent. The consent can be asked by the 

company in an explicit way, such as when someone is ticking a box to opt-in to a service, or 

in an implicit way.   

The permission for the processing of the data is not enough to ensure its security. 

Consequently, information collected by companies is regulated by state legislation. 

Regardless of the differences that can arise between laws of different States concerning data 

https://dictionary.cambridge.org/it/dizionario/inglese/information
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treatment, the basic principles are the same. Companies that process data must guarantee the 

users pseudonymization, availability, confidentiality, integrity, and protection [2]. 

Pseudonymization is the data management and de-identification procedure by which 

personally identifiable information fields within a data record, one or more fictitious 

identifiers, or pseudonyms, are substituted. This identifier can be used to link data across 

different datasets, but it cannot be used to identify an individual. Pseudonymization can be 

achieved through different techniques such as encryption, scrambling, masking, and so forth. 

Availability is an important property that is closely linked to the fact that the only owner of 

the data is the one who produces them. Hence, companies who collect data are forced to 

have this data available when requested by the user who produced them and, therefore, at 

any moment. 

Confidentiality can be defined as the practice of keeping sensitive information private unless 

the owner or custodian of the data gives explicit consent for it to be shared with another 

party. Consequently, companies aiming to share data with third parties must always ask the 

owner for consent. 

Integrity refers to the consistency and security of the data in a physical and logical way. With 

physical integrity it is intended the protection of hardware that allows the storage of a large 

quantity of information. On the other hand, logical integrity aims to keep data unchanged, 

protecting them from human error and hackers. 

Data protection is the process of safeguarding data from corruption, compromission or loss. 

Data protection assures that data is not corrupted, is accessible for authorized purposes only, 

and is in compliance with applicable legal or regulatory requirements. Companies should 

not lose data and more importantly they should prevent any unauthorized person from getting 

hold of them, in particular a malicious attacker [2].  

The massive exploitation of data and information systems in companies and organizations is 

motivating an increasing attention to cyber security and its management. 

Cyber security is an informatic field that concerns all the tools and technology whose 

function is to protect data from attacks from an entity located outside the company that is 

processing them [2]. 

Strictly correlated with the concept of cyber security, cyber risk can be defined as risks 

correlated to information and technology assets with implications for the confidentiality, 

availability, integrity of information or information systems [3].  Accordingly, since 

nowadays all the information is stored and treated by informatic systems, cyber security has 
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become a tool of primary importance for the defense of companies against possible cyber 

attacks aimed at the subtraction of data. As a result, in order to be safe from cyber attacks, 

each organization should implement a cyber security system commensurate to the sensitivity 

and value of the processed data. It is important to mention that cyber security does not reduce 

the risk of being targeted by a successful cyber attack to zero, but it lowers the probability 

that this can happen. A good cyber security system provides a company with a shield to 

protect against hackers and acts as a deterrent: a hacker is more likely to target a company 

which does not a have a good security system.  

Cyber security assessment can be considered a tool of primary importance to determine any 

weaknesses in the IT system (Information Technology) of a company, which can be used by 

hackers to carry out successful attacks and, consequently, to data loss. The cyber risk 

assessment procedure is aimed at analyzing the whole company IT system, allowing to have 

awareness about the security status of the IT system and to improve some of its aspects [4], 

if necessary. The reasons that can lead an attacker to attempt a cyber attack against a 

particular company are correlated with the importance of the data processed by the IT system 

and its security posture. It is, in fact, more likely that companies that process high level data 

(bank, hospital, finance company) and that do not possess an appropriate cyber security 

system may become target of a hacker. 

 

This work attempts to develop a machine learning model that can classify companies 

according to their level of cyber risk and provide information about it. The first step in the 

development of the model has been to understand which parameters might have a 

relationship with the security posture of a specific organization. The factors that have been 

selected are the company's attractiveness, employee count, and security rating. 

In the second stage, the relationship of these parameters with the security posture of a 

company has been outlined. Security score represents the level of security of a company; the 

higher it is the safer a company is against cyber attacks. The number of employees for the 

purposes of this work has been correlated to the security posture of the company with an 

inverse relationship: a great value of this parameter has a negative impact on the security 

posture of a company. Attractiveness refers to the nature of data that a company is 

processing. Since there are companies that process sensitive data, it is more likely that they 

will be more targeted by cyber attacks. Finally, a machine learning model that can classify 

organization into classes of risk has been developed and trained using these factors in 

conjunction with proper parameterization.  
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1.1 Thesis organization 
 

This work is organized as follows. In section 2, a definition and description of cyber attack 

is given, providing some examples of possible attacks against healthcare organizations. In 

section 3, the main available cyber risk assessment methods are mentioned, pointing out 

their functionalities and the possible interaction between each other. In section 4, the 

materials that have been employed in the development of the machine learning models are 

listed, while section 5 lists the approaches used to create the machine learning model. The 

findings of this research are provided in section 6. Section 7 presents two case examples to 

demonstrate the significance of the complexity index and the output of the machine learning 

model to changes in complexity and attractivity. The limits of this work are addressed in 

section 8. Finally, section 9 shows the conclusion of this work. 
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2. Cyber attacks 
 

 

The current society is rapidly moving towards a complete shift to digital technologies. A 

digital society has already arrived in many ways. Digital platforms are already being used to 

communicate with friends, access information, work and study, shop, and bank. The Internet 

connects the entire world, resulting in the creation and maintenance of a massive network 

that generates billions of dollars annually [5]. Vital and essential parts of modern society are 

either created or implemented in cyber space [6], a virtual space in which users are connected 

through telecommunication networks. In the cyber space, data is collected, processed, and 

used to perform the most disparate tasks. Operations within cyber space are controlled by a 

small number of individuals, and users do not have the possibility to deeply control the 

software they are using [7]. The absence of controls that citizens have when utilizing the 

internet poses a hazard to them since a hacker may seize control of the software they are 

using and gather their sensitive data. As a result, there is now a connection between the life 

of citizens and the security of the data processed in the cyber space [8], due to the sizeable 

volume of government or citizen information that is processed there today. This new trend 

has subjected world governments to new challenges concerning the tracking of information 

and actors dealing in cyber space. The anonymity, which is the key on which the cyber space 

and the cyber security in general are based, has as drawback the difficulty that governments 

have when it comes to deal with hacker, organized terrorist groups and treats as cyber crime 

and cyber warfare. For what concerns cyber attacks, there is a widespread scenario regarding 

the kind of attacks and the damage, both in a physical or economical point of view, they can 

cause. Cyber attacks can be defined as a particular category of digital attacks that target 

computers, networks, or data. A cyber attack can be carried out in many forms: phishing, 

malware, virus, etc. Phishing is the practice of an attacker tricking a user into disclosing 

personal data, passwords or credit card details. Malware seeks to interfere with or take down 

a system. A virus is a unique piece of computer code that can replicate and propagate within 

a computer and to other computers connected to the same network. Cyber attacks are 

becoming more sophisticated and destructive, and the possibility of a successful attack 

cannot and should not be underestimated. They may cause financial harm by stealing a 

particular quantity of private information, or they may cause physical harm by sending false 

messages that prevent one or more organizational components from functioning properly 
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and create structural damage [9]. It is also worth mentioning that cyber attacks do not only 

represent a problem for world’s governments, but also a tool: they can be employed to lay 

the groundwork for any unrest and popular uprising, or directly to damage or disabling 

equipment and facilitating physical aggression of a country by another country or a minority 

of people [10]. Foreign intelligence services also exploit the possibility related to cyber space 

to gather information and perform espionage activities [11], by collecting information about 

other governments. In addition, groups or individuals with malicious intents, hackers, can 

exploit the knowledge and the weakness of a particular space within the cyber space to steal 

data, from which they can make money [12], or express themselves, stating their purposes 

and the way in which they operate to achieve it. As mentioned in [13], another source of 

cyber attacks can be internal dissatisfied agents. In this case, the attacker does not even need 

to be particularly skilled when it comes to cyber attacks because, by virtue of being a part of 

the system they wish to target, they most likely already know how it operates, its flaws, and 

the credentials needed to access a specific sort of data. 

The way a hacker or any group of people can perpetrate a cyber attack towards a particular 

organization depends on the purpose of the attack and on the security posture of the 

organization. In particular, modalities with which a cyber attack can be executed are [13]: 

• Denial of service 

• Logical bomb 

• Abuse tool 

• Sniffer 

• Trojan horse 

• Virus 

• Worm 

• Botnet 

In the denial of services, the authorized access to a system is lost, due to a message spam 

that an attacker may send blocking the normal data flow [14]. The logical bomb is basically 

a code, which is inserted inside a system by an attacker. The code is then implemented inside 

the system and, when the system executes that part of the code, the logical bomb performs a 

destructive activity [15], which can damage the code of the system and its functionality with 

it. Abuse tools are correlated to internal dissatisfied agent, in which the attacker is part of 

the system that he is attacking. Therefore, he has knowledge about the tool that he can use 

to cause damage to the system or subtract data from it, without the requirement to have any 



 

 

7 

 

relevant knowledge about cyber attacks. Sniffer attacks are based on the eavesdrop of routed 

information with the aim of finding passwords and credentials [16], that can be used to get 

the unauthorized access to a particular component of a system. A trojan horse hides a 

dangerous code that is hidden under the shape of a useful program that the user may be 

intended to run [17]. When the user runs the program, he unconsciously activates also the 

code of the trojan, allowing its execution. Worms and viruses are both based on the 

multiplication and the spreading inside the system in which they are implemented. The 

difference between worms and viruses is that worms do not require human intervention to 

multiply and spread, while viruses do [18]. Viruses spread by attacking a particular code and 

becoming part of it. When the code is run by the user for any reason, the virus is capable of 

infecting other components of the system or other systems. Lastly, botnet is referred to an 

infected remote-control system that is installed into a user’s computer. Therefore, the 

attacker can control and perform activities on the remote computer [19]. 

 

2.1 Cyber attacks against healthcare organizations 
 

Since society is trending more and more towards a digital future, in which data are processed 

and stored digitally, also healthcare organizations are adopting new technologies to deal with 

medical and personal data and to allow better screening and operating techniques to be 

performed. The Internet of Medical Things (IoMT), which refers to devices connected to 

healthcare IT systems via network connections, is something that the pharmaceutical and 

healthcare industries are already part of or are transforming into [20].  The definition of 

IoMT is strictly related to the one of Internet of Things (IoT) which is: “A dynamic global 

network infrastructure with protocol-based self-configuration capabilities, standardized and 

interoperable communication systems, in which physical and virtual objects have an identity, 

physical attributes, virtual personalities, which use intelligent interfaces, and which are 

perfectly integrated with computer networks” [21]. 

IoMT refers to the application of this definition to the healthcare industry and it is spreading 

rapidly among healthcare organizations, since doctors and patients increasingly utilize 

connected devices for routine medical functions [20]. The integration of new technologies 

has upgraded the quality of services of hospitals in terms of better diagnoses and better 

treatments. In the last decades, computers have been introduced into healthcare environment, 

allowing medical imaging, the early discovery and better treatment of many diseases [22]. 
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In early 2000, imaging techniques have been ranked as one of the most important discoveries 

in the medical field in the past 1000 years [23]. At the same time, implantable medical 

devices, such as cardiac and neurological implants with wireless connections that can be 

programmed and controlled, began to be adopted alongside medical imaging techniques. 

[24]. Medical imaging techniques, together with implantable devices and IoMT, have been 

an important improvement in the medical field, allowing better and faster services delivery 

to the patient. Together with the benefits mentioned so far, these new developments also 

brought drawbacks concerning cyber security. 

 

 

2.1.1 IoMT-based attacks 
 

For what concerns IoMT, the interconnections of devices through the global network can be 

exploited by groups or by a single individual to perform cyber attacks. The vulnerability of 

the infrastructures is related to the lack of proper cyber security algorithms to manage or 

prevent cyber attacks, which polarizes the attention of possible attacker [25]. In most cases, 

the global network-connected devices are released in a dangerous state, putting patients and 

medical professionals at considerable risk in case of a cyber attack. 

Furthermore, connection between the different components of an IoT system are achieved 

through session keys, which are generated by a cryptographic algorithm. Session keys are 

used to identify a user, confirm that the user has authorization to use the system, encrypt 

data, and ensure the security of data transfer across systems. Each time an authorized user 

connects into the system, a session key is generated and used to encrypt the data being 

processed by the user so that only the user and the server can decrypt it. The key is lost after 

the user logs out. The hijacking of session keys [25] is a cyber attack that can be carried out 

in this situation since it allows a hacker to obtain the session keys needed to access various 

network components. If an unauthorized person obtains a session key, this knowledge can 

be exploited to access information from a healthcare database. Another possible attack 

against IoMT infrastructures listed in [25] is the ransomware, which can block the access to 

a system component of a hospital by encrypting it. If the decryption cannot be performed in 

a small amount of time or at all, this can lead to a delay of scheduled appointments of 

patients. Another possible attack is the denial of service [25], in which an attacker aims to 

paralyze the hospitals services. This can be achieved by stopping the functioning of 
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computers inside the network or by sending a big load of data traffic to a device to clog it 

and therefore stop its correct functioning. 

As explained in [25], the main problems that cyber attacks can generate are: 

• System Failures 

• Network Failures. 

For what regards system failures, a cyber attack can cause failure of a medical device, which, 

depending on the device, may lead to an interruption of real time data collections, as blood 

pressure or glucose concentration monitors. Therefore, due to the interconnection of all the 

devices belonging to the IoMT, a failure of a medical device can also have an important 

impact on the functionality of the entire system. 

Network failures are serious issues, since all the devices connected to IoMT rely on the 

connection to a global network for the proper functioning. A network failure can stop, for 

example, the correct functioning of cardiac or radiologic devices.  

The damages that a cyber attack can cause to a healthcare facility connected to the global 

network are, as reported in [25], the paralysis of the instrumentation, paralysis of the 

information system and, in the worst-case scenario, the loss of human life. 

 

 

2.1.2 Attacks against medical devices 
 

Medical Imaging Devices (MID) have been a fundamental implementation of the early 

2000’, upgrading the quality of the examinations and consequently the quality of the possible 

follow up surgery. Two of the most crucial medical imaging technologies, computer 

tomography (CT) and magnetic resonance imaging (MRI), are more linked, computerized, 

and vulnerable to cyber attacks now than ever before [19]. Since the current society is 

trending to become a digital society, the number of possible cyber attacks is exponentially 

increasing: each year more than 120 million of new malwares are discovered [22]. Medical 

imaging equipment is at risk from the development of new malwares and, subsequently, new 

ways to conduct cyber attacks, necessitating continuous updating. Unfortunately, neither the 

CT nor the MRI are cyber security oriented and performing a complete upgrade can take 

years [22], making these devices vulnerable. An example of an attack towards MID is the 

WannaCry attack [26], which has been carried out in May 2017 and it infected more than 

200,000 devices in 150 nations [27], targeting also MID devices such as MRI and CT [28]. 
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The attack was based on the encryption of devices, with the aim of making them non-

operational. This caused a lot of logistic problems such as rejection of patient [29] and 

diversion of ambulance routes, leading to chaos and delays [30]. Another example of attacks 

against MID was carried out by the hacker group “the shadows Brokers” [31]. This attack 

managed to infect Microsoft systems in such a way that a code could be run into computer 

by remote. This attack had a strong impact on all the MID devices. Attacks that target CT 

scanners in particular may be more harmful than attacks that target MRI since ionizing 

radiations is used during a CT scan. Because the host computer controls the CT scan process, 

infecting it might allow a hacker to manage the process remotely, jeopardizing the patients. 

[22]. Another possible attack that may be performed involves the control from hackers of 

the movement of the component of a CT scan, causing the focus of the x-ray beam to move 

away from the target area [22]. This effect might be hazardous since the amount of x-rays 

that should be applied to a certain place relies on the characteristics of that area and applying 

the same amount to another site could be harmful. CT scans use a reconstruction algorithm 

to provide imaging; an attack can be carried out to alter the proper outcome of the 

reconstruction procedures[22]. Small changes in the outcome of the reconstruction 

procedures are impossible to tell, leading to a wrong evaluation of the clinical situation of a 

patient. Once in possession of the system that permits the reconstruction, a hacker can also 

link a specific reconstruction to a different patient, which results in a misestimate of the 

patient's clinical status [22]. 

 

 

2.1.3 Attacks against implantable devices 
 

Implantable devices are nowadays widely used in different clinical applications. The newer 

developments in this field have led to the control and monitoring of implantable medical 

devices (IMD) through smartphone, employing wireless technologies [24]. As for what 

concerns MID devices, also implantable devices and their controls are not cyber security 

oriented, which make them vulnerable to possible cyber attacks. A cyber attack directed 

towards an IMD may allow a hacker to change the settings on which the IMD is working, 

which makes the IMD dangerous for the patient [24]. Together with the possibility to harm 

and kill patients, another issue that may be caused by a cyber attack is the loss of patient 

confidence to undergo a procedure for installing an IMD. Although there are currently no 

documented attacks against IMD [24], given how widely used they are in clinical practice, 
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it is conceivable that they will become a target in the future.  The communication between 

the base-station and the IMD device is usually not protected by encryption and even if it is, 

the fact that these connections follow a static pattern can be exploited by expert hackers to 

decrypt and collect information [24]. The information that IMD devices contains not only 

concerns the setting on which the device is working, but also some personal information of 

the patient such as the name and birthdate [24]. 

 

 

2.1.4 Data Mining 
 

Healthcare facilities, in particular hospitals, maintain a large amount of data online in 

databases. Although they are designed with some degree of cyber security due to the high 

sensitivity of the contained data, these databases are a target for nefarious attackers. In the 

Community Health Systems (CHS) data breaches, more than 4.5 billion of records have been 

stolen with an economical repercussion of about 150 million dollars [32]. As reported in 

[33], from 2012 to 2015 U.S. hospitals have been subjected to data breaches 196 times. The 

data that are usually stolen are the patients’ name, birthday and address; in particular, the 

patient’s name is stolen in almost all data breaches [33]. The authors of [33] have 

investigated the possibility of hackers making money by selling the data they have stolen. 

The platform in which it is easier to sell stolen data is the dark web, which contains all the 

information or sites that are not indexed on the common search engines. The dark web hosts 

a variety of information, including both illicit operations as drug trafficking and money 

laundering and less dangerous ones as file sharing and online forums. To get the access to 

dark web, particular browsers are required, such as TOR [33]. It is difficult to monitor and 

regulate the operation on the dark web due to its ominous qualities. Because of this, it is 

challenging to find criminals who engage in illicit activity on it. In [33] it is explained that 

after the access to dark web has been gained, it has been possible to search the price for 

personal information such as name, birthday, address, and other personal information. The 

cost for a single record is around 1.25 dollars [33]. Stolen data can be used for the most 

disparate activities, for example getting illegal access to medical devices. Taking as example 

the data breach of CHS, the value of the stolen data on the dark web is around 2.7 million 

dollars [33].   
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3. Cyber risk assessment 
 

 

Organizations that operate digitally, processing data, have the necessity to be provided with 

proper cyber security algorithm to carry out their tasks as safely as possible. The degree of 

cyber security procedures that an organization should adopt depends on different factors, 

such as the sensitivity of the processed data. Consequently, organizations are interested on 

assessing their cyber security posture, to check whether the processed data are protected 

against cyber attacks or not. 

The procedure to be performed to evaluate the level of security of a particular organization 

is named cyber risk assessment, which aims at identifying the possible vulnerabilities in 

confidentiality, integrity and availability of an organization’s data and systems. Cyber risk 

assessment seeks to identify potential threats and evaluate their impact on the organization. 

This process combines technical and business analysis to assist organizations in 

understanding the threat landscape and determining the most effective way to protect their 

data. Therefore, the demand for cyber risk assessment tool is increasing, especially for 

quantitative probabilistic model [34].  

A unique definition for “risk” does not exist, but according to the National Institute of 

Standard Technology (NIST) it can be defined as how much an organization is threatened of 

receiving a cyber attack, taking into account the possibility of success related to the cyber 

attacks and the amount of damage (economical or structural) that it can cause [34]. 

A unique tool or methodology for cyber risk assessment does not exist; consequently, 

different probabilistic models based on quantitative or qualitative approaches have been 

developed during the past years. Despite the variety of methodology to perform cyber risk 

assessment, usually all models are based on the following steps [34]: 

• Risk identification  

• Risk analysis  

• Magnitude estimation 

The risk identification phase is a procedure of primary importance in the development of 

tools for cyber risk assessment and it represent a critical step in any organization's 

cybersecurity strategy. It entails analysing the current environment and identifying any 

potential security risk or vulnerability. Potential dangers that might result in a cyber attack 

should be identified and prioritized after an evaluation of the present security posture of an 
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organization. There are both internal and external risks, such as lax security procedures or 

careless employees, which include harmful software, hackers, and malware.  

Risk analysis involves assessing the likelihood of occurrence and potential impact based on 

an organization's security posture. Each threat should be evaluated based on its likelihood of 

occurrence and potential for harm.  

Finally, magnitude estimation, in terms of economical or structural damage, is estimated.  

As previously mentioned, a cyber risk assessment tool can be based on a quantitative or a 

qualitative approach, in function of the way in which the model is constructed. As stated in 

[34], in a qualitative approach, a nonnumerical method is exploited for the development of 

the model, making the development procedure easy and fast. The drawback of these 

approaches is that the results are not reproducible since they are based on a certain level of 

subjectivity. On the other hand, quantitative approaches are based on numerical methods that 

follows the probability theory. Despite the development of these models is complex, the 

main advantages are the reproducibility of the results and the low degree of subjectivity [36]. 

As reported in [34], one example of a cyber risk assessment model based on a quantitative 

approach is MAGIC (Method for AssessinG cyber Incidents oCcurrence), which allows the 

assessment of the likelihood of occurrence of cyber attacks by exploiting numerical 

solutions. For instance,  other two probabilistic models based on a quantitative approach are 

FAIR (Factor Analysis of Information Risk) [35] and HTMA (How To Measure Anything 

in cyber security risk) [36], despite they rely on a certain level of subjectivity since  for the 

evaluation of some parameters the judgement of experts is taken into account. 

 

 

3.1 Cyber risk assessment models 
 

Cyber risk assessment models are methods for identifying, assessing and evaluating 

potential risks and vulnerabilities of an organization's information technology systems and 

assets. To determine the overall level of risk, these models typically analyse various factors 

such as the organization's assets, threats, vulnerabilities, and impacts [34]. Threat modelling, 

vulnerability assessment, and risk assessment are examples of common cyber risk 

assessment models. These models can be used to take risk management and security control 

decisions, as well as to assess the effectiveness of existing security measures. 
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3.1.1 MAGIC 
 

As mentioned, MAGIC is a probabilistic model based on a quantitative approach to 

determine the likelihood of occurrence of a cyber incident, based on the cyber posture of the 

target organization [34]. 

In this paragraph, the MAGIC’s components are briefly defined and described [34]: 

• Cyber Threat 

A cyber threat can be defined as an event which can negatively impact the ability of an 

organization to perform its normal tasks.  

• Cyber attack 

A cyber attack is an intentional action carried out by a hacker or a group of hackers aimed 

to steal data, create disorder, or paralyze a company’s information system. 

• Awareness of the employees 

It can be defined as the knowledge that employees have about the cyber security risk, which 

can be increased through training programs. 

• Maturity of the organization 

It can be defined as the level at which cyber security practices are implemented in order to 

reduce the probability of receiving a cyber attack. 

• Complexity of the organization 

It can be defined as the intricacy of the technological infrastructure of an organization and 

how the processes are managed.  

• Attractiveness of the organization 

It can be defined as the level of interest that a possible attacker could have in performing an 

attack to a certain organization, to obtain profit. It is related to the sensitivity of the data that 

the organization processes. 

• Maturity of the attacker 

For the cyber risk assessment topic, it is important to consider that cyber attacks are carried 

out by capable hackers, in order to implement optimal algorithms. 

• Probability of success of an attack 

It is related to the probability that an attack breaches the organization, since not all attacks 

manage to do it. 

• Number of attacks 

It is the number of attacks that a hacker may attempt to perform in a specific time period. 



 

 

15 

 

• Likelihood of occurrence of a cyber incident 

It is the probability that an organization is targeted by a certain number of attacks. 

The relations among the components of MAGIC are depicted in Figure 1 [34].  

 

 

Figure 1: Relation among MAGIC component [34] 

 

In order to compute the likelihood of occurrence of a cyber incident, two different 

approaches have been taken into consideration. The first approach is based on the 

assumption that after receiving one or more successful cyber attacks the company does not 

change its posture. Going into further details, it means that all the cyber security procedures 

remain the same without any upgrade or change.  

The second approach is based on the expectation that the company will change posture after 

being successfully targeted by a cyber attack. Going deeper, this means that the organization 

upgrades or changes the cyber security procedures. 

 

 

3.1.2 FAIR and HTMA 
 

FAIR and HTMA are two probabilistic models for cyber risk assessment. 

As explained in [35], the FAIR methodology can be described through the following steps: 

• Definition of the situation under examination and decomposition in sub-scenarios. 

• Evaluation of the parameters for each sub-scenario. 

• Monte Carlo approach  

• Results interpretation. 
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The FAIR approach explains how risk assessment can be obtained by defining the ontology 

of the risk. Risk elements are measurable and evaluable. As explained in [34], in this 

approach the risk factor is computed as a combination of Loss Event Frequency (LEF) and 

Loss Magnitude. The Loss Event Frequency can be defined as how often an event related to 

an economical loss happens while loss magnitude is related to the entity of economic losses. 

As it can be seen in Figure 2, both Loss Event Frequency and Loss Magnitude can be 

decomposed into other factors. 

Loss Event Frequency can primarily be related to the Threat Event Frequency (TEF) which 

is how often a malicious attacker tries to breach the organization in a specific time period 

and to the vulnerability which is the probability that an attack breaches the organization. For 

what concerns Loss Magnitude, it depends on the sum of the impacts caused by the primary 

risk plus those generated by the secondary risk. 

This procedure allows the estimation of risk starting by the known factor, considering a 

particular level of the FAIR ontology. 

 

 

Figure 2: Ontology of FAIR model [37] 

 

The steps  of HTMA are as follows, as also described in [36]: 

• Definition of potential cyber risks. 

• Evaluation of the likelihood of occurrence of each cyber risk individuated in the 

previous step. 

• Monte Carlo simulation to develop a scenario. 

• Results interpretation. 
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The results obtained by the Monte Carlo evaluation are used to obtain the Loss Exceedance 

Curve (LEC) which is the plot of the complementary cumulative distribution function of the 

annualized loss expectancy [36]. 

 

 

3.1.3 MAGIC implementation with HTMA and FAIR 
 

The drawback of HTMA and FAIR method is that they rely on a certain degree of  

subjectivity. For what concerns HTMA, the likelihood of occurrence of a cyber attack is 

determined by an expert. For what regards FAIR, the expert judgement is required to 

determine the parameters of the LEF. 

In this framework, MAGIC can be employed to derive the inputs to drive HTMA and FAIR 

reducing the subjectivity. 

The MAGIC approach can be utilized, together with HTMA, to quantitatively derive the 

likelihood of occurrence of a cyber-attack. For each cyber-attack, a certain value of maturity 

is calculated, and it is used together with the complexity and the attractiveness of the 

organization to calculate the likelihood, as shown in Figure 3. 

 

 

Figure 3: Table listing the parameters to estimate likelihood [36] 

 

MAGIC can also be employed to quantitatively calculate the parameters of the LEF. Using 

MAGIC, it is possible to quantitatively compute the parameters of the LEF taking into 

account also TEF and Vulnerability, reducing the subjectivity of the process. 
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4. Materials 
 

 

In this section the materials that have been used to perform this work have been listed. 

 

4.1 Dataset 
 

The dataset that has been used in this work is taken from [37]. It has been imported in Excel 

format and it contains a list of attacks that companies have experienced in a period of time 

ranging from 2005 to 2018. It also contains information about the sector in which the 

companies operate and specifics about the cyber attacks they suffered.  

 

 

4.2 UpGuard 
 

UpGuard [38] is a platform specialized in third-parties risk assessment and management. 

UpGuard monitors thousands of companies and billions of data every day, using them to 

prevent third parties’ data breach. For the purposes of this work, UpGuard has been utilized 

to collect security scores and the number of employees of each company. The cyber security 

assessment is performed through third parties security ratings, questionnaires about security 

and threat intelligence capability. 

 

 

4.3 Probabilistic Models 
 

This work has been carried out by using a probabilistic model, (called MAGIC, indeed) that 

has been used to calculate the likelihood of occurrence of a cyber incident, based on the 

evaluation of the cyber posture of an organization [34]. MAGIC allows to derive the inputs 

that can drive two different probabilistic assessment methods, FAIR [35] and HTMA [36].  
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4.4 MATLAB 
 

The machine learning model has been developed on the MATLAB environment (MATLAB 

2022b, The MathWorks, Inc., Natick, Massachusetts, United States.). In particular, 

the Classification Learner app has been used to develop the model. Using this app, it has 

been possible to explore data of the dataset, select features, specify validation schemes, train 

models, and assess results. 
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5. Methods 
 

 

In this work, machine learning models have been developed to assess the estimation of the 

cyber risk related to a particular organization. The features that have been chosen to power 

up and train the ML model are maturity, complexity, and attractiveness. The maturity, 

complexity, and attractiveness scores have been derived from UpGuard since, for practical 

use, they could not be obtained directly from the companies. In addition, the MAGIC method 

has been driven by the previously described parameters, as well as HTMA or FAIR, to create 

a fourth feature, “Likelihood” or “Expected Attacks”. 

 

 

5.1 Parameters 
 

Before delving into the steps taken to develop the models, it is necessary to discuss the 

reasoning that led to the decision on which parameter to consider. 

 The choice has been based on the information provided by [34]: 

• Security score (Maturity)  

• Number of employees (Complexity) 

• Attractiveness 

The security score parameter has been chosen to represent the maturity of an organization 

because it is a data-driven, objective, and dynamic measurement of an organization's security 

posture [38]. 

Complexity is related to the organization’s dimension, since, considering the same condition 

of maturity and attractiveness, smaller organizations are less likely to be targeted by attacks 

[34]. In this work, the number of employees has been considered as a mirror for the 

complexity of an organization. 

The attractiveness of an organization is mainly related to the sensitivity and the importance 

of the data that it is processing. The more sensitive data are, the more profit an attacker can 

accomplish stealing them or depriving the organization of being able to access them. 

Attractiveness is not correlated to the complexity, since also small organizations with a small 

number of employees can process sensitive data.  
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These parameters have been considered as strictly related to the number of cyber attacks that 

can be perpetuated against a certain company.  

The time period in which a company has been targeted by a certain number of attacks has 

not been taken into consideration as a parameter as its insertion would have had the effect of 

polarizing the machine learning model since, given the conformation of the dataset, it has a 

too strict correlation with the number of attacks.  

 

 

5.2 Construction of the dataset 
 

The first step in the development of a machine learning model capable of classifying 

organizations into classes of risk has been the research for a suitable dataset [37]. 

The dataset that has been considered in this work contains the name, the sector in which a 

specific organization operates, and a list of attacks that have targeted a specific company 

during the considered time period. Information about the specific category of cyber attack 

perpetrated was not considered for the purposes of this work. UpGuard has provided new 

information for the development of a slightly modified dataset. The sector in which each 

company operates, the number of cyber attacks received, the security score, and the number 

of employees have all been considered and added to the new dataset for each company listed 

in UpGuard and simultaneously listed in the original database. Because both UpGuard and 

the original database contain sector information, it has been decided to utilize only the 

information about the sectors listed in UpGuard. The reason behind choice is the greater 

specificity that the UpGuard site reports in terms of sectors. As it can be seen in Table 1, the 

used parameters have been called respectively security score, number of employees and 

sector. In order to be called maturity, complexity and attractiveness a parameterization of 

these parameters needs to be carried out, to make them suitable to be processed by MAGIC. 

 

Table 1: Dataset excerpt 

ID 
Security 

Score 

Number of 

employees 
Sector Attacks 

Facebook 874 25000 
IT and 

Telecommunication 
12 

Starbucks 855 238000 
Hotels and 

Hospitality 
8 

CVS Health 817 158000 Healthcare 10 
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5.3 Parameterization 
 

The next step has been the parameterization of sector, security score, and number of 

employees to derive attractiveness, maturity, and complexity.  

Inspired by the information reported in [34], attractiveness has been categorized in five 

levels.  

The classification of the sectors in which companies operates, is a function of the percentage 

of the attacks (π) received by a specific sector or group of similar sectors in terms of the total 

amount of attacks. Consequently, sectors that have received a higher percentage of attacks 

inside the dataset have been classified as “very highly attractive (5)”, while sectors who had 

received a lower percentage of attacks as “highly attractive (4)”, “averagely attractive (3)”, 

“lowly attractive (2)” and “very lowly attractive (1)”; furthermore, each of these levels has 

been associated with a numerical value, as shown in Table 2.  The classification of sectors 

into attractiveness levels has been shown in Table 3. For instance, companies that operate in 

the financial field have been classified as level 5 for what concerns attractiveness, since they 

have been targeted by the 27% of attacks present in the dataset, while healthcare services 

have been classified as 3, since healthcare organizations were targeted by the 10% of attacks. 

 

Table 2: Classification of the organization based on their attractiveness level 

Percentage 

of attacks 

Attractiveness 

Levels 

Numerical 

Value 

π <2.50% 
Very Lowly 

attractive (1) 
0.6 

2.50≤ π<5% 
Lowly 

Attractive (2) 
0.7 

5%≤π<10% 
Averagely 

attractive (3) 
0.8 

10%≤π<20% 
Highly 

attractive (4) 
0.9 

π>20% 
Very highly 

attractive (5) 
1 
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Table 3: Classification of the companies based on the number of attacks received 

Sector # Number of attacks 
Attractiveness 

Level 

IT and Telecommunications 1 360 20% 4 

Retail 2 197 11% 4 

Hotels and Hospitality 3 131 7% 3 

Manufacturing 4 119 7% 3 

Finance and insurance 5 500 27% 5 

Professional Services 6 114 6% 3 

Tech 7 4 0% 1 

Utilities 8 21 1% 1 

Healthcare 9 174 10% 3 

Education 10 32 2% 1 

Government 11 15 1% 1 

Media 12 34 2% 1 

Transportation and Warehousing 13 54 3% 2 

Dating 14 3 0% 1 

Mining and Oil & Gas 15 53 3% 2 

Real Estate 16 5 0% 1 

Agriculture, Forestry, Fishing and 

Hunting 
17 4 0% 1 

Construction 18 3 0% 1 

 

Subsequently, the security score and the number of employees has been parameterized in 

order to derive maturity and complexity and make them suitable for driving the MAGIC 

algorithm. For what concerns the security score, different parameterizations have been 

tested, all based on the categorization of this parameter into 11 classes, from 0 to 10. The 
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more relevant parameterizations tested have been based on two different approaches: the 

first on a linear classification and the second on the creation of classes with roughly the same 

number of elements (companies). The first parameterization has revealed a significant 

disparity in the distribution of maturity value across all companies in the dataset. The reason 

for this is that only a few companies had security score values lower than 500, and almost 

no companies had values lower than 400. As a result, the classification based on a linear 

approach have been ruled out. 

In Table 4 and 5 the thresholds that have been used to discriminate between classes and the 

minimum, maximum, mean, and median value of the security score are shown. 

As it can be seen in Table 5 the mean value for maturity is 777, leading to the impossibility 

to use a linear classification to get an even distribution of the maturity the dataset. 

                                                                                

Table 4: Security score classes 

Thresholds 
Maturity 

Classes 

0 0 

650 1 

680 2 

710 3 

740 4 

770 5 

800 6 

830 7 

860 8 

890 9 

920 10 

 

Table 5: Security score distribution 

 

 

 

 

 

 

Security score distribution 

Min Max Mean Median 

152 950 777 789 
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In regard of the last parameter, the number of employees, three parameterizations have been 

employed to create classes among the companies of the dataset: a linear one, another linear 

but with the upper limit of the class 𝑖 + 1 being the double of the one of the class 𝑖, and last 

one based on having the same amount of elements for each class, similarly to what has been 

done for security score. 

In this case the second approach has been used because it allowed a better distribution of the 

complexity parameter among the datasets. 

In Table 6 the thresholds used in the classification are shown, while in Table 7 the minimum, 

maximum, mean and median value of the number of employees have been represented. 

 

Table 6: Complexity classes 

Thresholds 
Complexity 

Classes 

1 0 

1000 1 

2000 2 

4000 3 

8000 4 

16000 5 

32000 6 

64000 7 

128000 8 

256000 9 

512000 10 

 

Table 7: Complexity distribution 

Number of employees distribution 

Min Max Mean Median 

5 2300000 56669 18960 

 

After the parameterizations of sector, security score, and complexity into attractiveness, 

maturity and complexity have been carried out, the next step concerned the definition of the 

relation that links these three parameters to the number of attacks that a company can receive.  
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A high maturity score implies that all components of a company are applying cyber security 

policies effectively, lowering the likelihood of a successful cyber attack. A high value of the 

complexity reflects an intricate connection between the various technological infrastructures 

of an organization, leading to a complication of how the services and activities are managed. 

Therefore, a high complexity increases the possibility to receive successful attacks, since a 

company with a high complexity is most likely to have some trouble with the application of 

the cyber security procedure in all its components. 

For what concern attractiveness, as it has been mentioned in the previous pages, it reflects 

the sensitivity of the data processed by a certain company: the more sensitive the data are, 

the more profit a hacker will make from getting them. Accordingly, a high value of this 

parameter implies that a company is more likely to be targeted by cyber attacks. 

 

 

5.4 Dataset analysis 
 

In this section the analysis of the dataset is shown. Figures 4, 5, 6 report the distribution of 

maturity, attractiveness, and complexity in relation to the number of attacks respectively, in 

order to show the correlation that links these parameters to the cyber risk.  

 

 

Figure 4: Maturity distribution 
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Figure 4 shows on one hand that for maturity score ≥ 5, an increase in maturity leads to a 

drop in the number of successfully perpetuated attacks, but on the other hand show one 

weakness of the database, since for low value of maturity the number of successfully 

perpetuated attacks is very low. 

Figures 5 and 6 instead show a similar trend. In particular, for an increase of attractiveness 

or complexity level, we have an increase in the number of attacks that have been received. 

These plots confirm the hypothesis on which this work has been based on, i.e., the relation 

between maturity, complexity, and attractiveness with cyber risk. 

An analysis on the distribution of the attacks among all the companies of the dataset is shown 

in Figure 7.  

 
Figure 5: Attractiveness distribution 
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Figure 6: Complexity distribution 

             

 

 

Figure 7: Histogram representing on the y-axis the number of companies and on the x-axis the number of attacks. 
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As shown in the histogram in Figure 7, the distribution of attacks among companies is 

completely biased towards low number of attacks, for instance from 1 up to 3. This shape of 

the histogram shows an important limitation of the database, which represents an obstacle to 

the correct training of a machine learning model. 

As a result, a classification of the number of attacks has also been carried out. The reason  is 

the difficulty that a machine learning model may face when dealing with a classification 

problem in which the dimension of the predictor variable ranges between 1 and 37 attacks 

and attempting to create classes with roughly the same number of elements in order to reduce 

database unbalancing.  

The classification has been based on the histogram reported in Figure 7. The similarities that 

organizations with a similar amounts of received attacks may have in terms of maturity, 

complexity, and attractiveness have also been taken into account when performing the 

classification into classes. It is indeed likely , that a company that in 13 years has received 1 

attack shares similar parameters to those companies that in the same span of time have 

received 2 or 3 attacks. Thus, categorizing in two different classes organizations that have 

received 1, 2 or 3 attacks will lead to confusion in the training of the machine learning model.  

Consequently, the number of attacks has been classified as it follows: 

• Class 1: 𝑥 ≤ 3 

• Class 2: 𝑥 > 3, 

with 𝑥 representing the number of attacks. 

These two classes have been named “Classes of risk”, low risk and high risk respectively, as 

they represent the risk to receive a certain amount of  cyber attack, and they have been added 

for each company listed in the database. As it is possible to witness looking at Figure 8, due 

to the impossibility to insert companies that have received 1, 2 or 3 attacks into different 

classes, this procedure was not been able to solve the unbalance of the dataset, while it solved 

the problematic related to the range of the response variable, reducing it from 37 to 2. 
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Figure 8: Division of the database into two classes 

 

 

5.5 Oversampling 
 

To deal with the unbalance of the dataset, that would result in a poor training of the machine 

learning models, an oversampling procedure has been employed. The oversampling 

procedure solves the unbalance of the dataset by generating elements of the minority class 

until they become equal in number to the elements of the majority class. There are several 

methods available to oversample a dataset used in typical classification problem, in this case 

SMOTE [39] (Synthetic Minority Over-sampling Technique) has been utilized. This 

function synthesizes new observations based on existing (input) data, and a k-nearest 

neighbour approach. The SMOTE algorithm can only be applied to data that is intended to 

be used as a training set by the machine learning models. As a result, the standard dataset of 

420 companies has been divided into a training set (80%) and a test set (20%). The training 

set, the number of elements to synthesize, and the number of nearest elements to consider 

are the inputs to this MATLAB function. The output is the oversampled training set, which 
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includes the starting one as well as the newly synthesized elements, as well as a vector 

containing the newly synthesized elements. 

SMOTE has been used in our framework to generate fictitious minority-class companies. 

These new elements are made up of the same variables parameterized in the same way as 

previously described, as shown in Table 8. 

Therefore, with the risk classes being the two mentioned in the previous pages, SMOTE 

algorithm synthesized 147 companies belonging to class 2, that is high risk class. The new 

dataset, composed of 484 companies for the training set and 84 companies for the test set, 

has been utilized for the development of machine learning models. 

 

Table 8: Example of new synthetized organizations 

ID Maturity Complexity Attractiveness Attacks 
Class of 

Risk 

373 4 5 0.7 5 2 

384 3 3 0.8 5 2 

435 8 6 1 8 2 

570 7 7 0.8 14 2 

 

As can be noted in Table 8, the new synthetized companies have been denoted with an ID 

and all of them belongs to the same class of risk. Furthermore, all the new synthetized 

organizations share a high level of attractiveness together with a number of attacks greater 

than 3. A histogram of the new dataset is represented in Figure 9. 
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Figure 9: Histogram representing on the y-axis the number of companies and on the x-axis the number of attacks of the 

new dataset 

 

As shown in Figure 9, the new dataset has a greater number of organizations that have been 

targeted by 4 and 5 attacks in particular, allowing the organization to be placed into two 

different risk categories with the same amounts of elements. 

 

 

5.6 Quantitative cyber risk assessment 
 

In the contest of this work, the MAGIC procedure has been utilized to derive inputs to drive 

HTMA or FAIR. In order to do so, MAGIC has been fed with maturity, complexity, 

attractiveness, and another parameter, “n_avg”, i.e., the number of attacks attempts that an 

organization is expected to receive in the considered period of time. 

 This parameter has been implemented in three different configurations: 

• “n_avg mean” that represents the average amount of attacks among all the 

companies. 
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•  “n_avg attractiveness” that has been defined based on the attractiveness of a certain 

company.  

• “n_avg vec” which has been also based on the attractiveness, but with the addition 

of a random component.  

In the second configuration, different possibilities for the associations have been explored. 

Once the parameters have been tuned and made suitable to drive the MAGIC algorithm, both 

the approaches of MAGIC with HTMA and MAGIC with FAIR have been employed. 

For the purpose of this work, the HTMA approach has been implemented, together with 

MAGIC, to derive the probability of receiving one attack (Likelihood). Therefore, to avoid 

having too many possible values of “Likelihood” (%), which take values in an infinite set,  

this parameter has been categorized in 10 classes, as shown in Table 9. 

For what concerns the implementation of MAGIC with FAIR, it has been utilized to derive 

the most likely number of attacks that could target a certain organization in a specified time 

period. This new parameter, which has been called “Expected Attacks,” has been used 

without any categorization.  

 

Table 9: Classes of likelihood 

Likelihood Class 

Ω≤10% 1 

10%< Ω ≤20% 2 

20%< Ω ≤30% 3 

30%< Ω ≤40% 4 

40%< Ω ≤50% 5 

50%< Ω ≤60% 6 

60%< Ω ≤70% 7 

70%< Ω ≤80% 8 

80%< Ω ≤90% 9 

Ω >90% 10 
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5.7 Development of the models 
 

The models development has been carried out on MATLAB environment, using the app 

“classification learner”.  MATLAB’s classification learner allows to import variables from 

an Excel sheet and to interpret the columns as predictors or response.  For the purposes of 

this work, maturity, complexity, attractiveness, and one of the parameters given as output by 

FAIR or HTMA have been used as predictors, and the class of risk as responses. The training 

set has been used to train the different machine learning models and the test part to check 

the accuracy of the trained models. The classification learner also allows to train all the 

possible machine learning models simultaneously. This characteristic has been utilized to 

train each time all the available models utilizing the predictors given as input. For what 

concerns the training phase, different approaches have been attempted to train the machine 

learning algorithm, as it has been listed in Table 10. MAGIC has been combined with HTMA 

to derive three different values of “Likelihood”, one for each “n_avg” implementation. The 

same can be said for the implementation of MAGIC with FAIR, for which three different 

“Expected Attacks” have been calculated.  

Therefore, six different Excel files have been developed and used to drive the machine 

learning algorithms, however, in all the cases, each Excel file has been characterized by the 

same maturity, complexity, attractiveness, and class of risk.  

 

Table 10: Representation of the 6 different approaches: 3 with FAIR and 3 with HTMA 

HTMA approach FAIR approach 

N_avg mean N_avg mean 

N_avg attractiveness N_avg attractiveness 

N_avg attractiveness + random component N_avg attractiveness + random component 

 

Cross fold validation has been used in the training of the models. Cross-validation is a 

resampling procedure used in statistics to determine how well the results of a statistical 

investigation would generalize to an independent data set. The purpose of cross-validation 

is to provide a dataset for evaluating the model during the training phase, to limit problems 
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such as overfitting, and to provide insight into how the model will generalize to an 

independent dataset. 
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6. Results 
 

 

The best results obtained with both the standard and the SMOTE dataset are reported in this 

section. All the models reported in the following pages have been obtained with FAIR 

approaches, since in this framework it has proven to work slightly better than HTMA. 

 

 

6.1 Standard Dataset 
 

In this section the result obtained with the old database containing 420 organization are 

shown. The best model, in terms of pure accuracy, in the classification of organizations into 

risk classes obtained with the standard databased is the Fine Gaussian SVM, whose 

characteristics are reported in the Table 11 and shown in Figures 10 and 11. To obtain 

“Expected Attacks”, a value of Navg equal to 10 has been utilized. 

                                                  

 

Table 11: Model characteristics 

Training Results 

Accuracy 72.3% 

Total Cost 93 

Prediction 

Speed 
3400 obs/sec 

Training Time 10.848 sec 

Test Results 

Accuracy 71.4% 

Total Cost 24 
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Figure 10: Train confusion matrix 

 

 

 

Figure 11: Test confusion matrix 
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As it can be seen in the previous figures, the result obtained with the standard dataset are 

polarized towards class 1 in both training and test. This is the result of the unbalance of the 

dataset, which have led into a poor training and consequently a poor test. The accuracy value 

(71.4%) is not reliable, since the model classifies almost every entry as class 1. 

 

In order to try to get a better training and test phase, another attempt has been made by 

increasing the value of Navg to 40. The best model resulted to be the KNN, whose 

characteristics have been listed in Table 12 and shown in Figures 12 and 13. 

 

Table 12: Model characteristics 

Training Results 

Accuracy 66.5% 

Total Cost 118 

Prediction 

Speed 
5500 obs/sec 

Training Time 1.0409 sec 

Test Results 

Accuracy 77.4% 

Total Cost 19 
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Figure 12: Train confusion matrix 

 

 

Figure 13: Test confusion Matrix 
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As it can be seen looking at Figure 12 and 13, also in this case both training and test are 

completely polarized towards class 1, underlying the impossibility to have a reliable result 

employing the standard dataset. 

 

 

6.2 SMOTE dataset 
 

This section reports the findings obtained using the new dataset acquired using the SMOTE 

procedure. The first model has been obtained employing a Medium Tree approach. The 

“Expected Attacks” parameter has been derived from the FAIR approach using a value of 

Navg for each level of attractiveness. In particular, starting from 5, an increase in the 

attractivity level yields a 𝑥2 in the value of the Navg. In Table 13 the value of Navg 

associated to each level of attractiveness has been represented. The characteristics of this 

model have been reported in Table 14 and in Figures 14 and 15. 

 

 

Table 13: Navg correlation to attractiveness 

Attractiveness Navg 

0.6 5 

0.7 10 

0.8 20 

0.9 40 

1 80 
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Table 14: Medium Tree characteristics 

Training Results 

Accuracy 64.7% 

Total cost 171 

Prediction Speed 3900 obs/sec 

Training speed 2.0981 sec 

Test Results 

Accuracy 71.4% 

Total cost 24 

 

 

 

Figure 14: Train confusion matrix 
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Figure 15: Test confusion matrix 

                                       

As it is possible to see looking at Figures 14 and 15, with the SMOTE dataset the classifier 

has been able to classify companies in the two classes, without any polarization. Even if in 

the training phase almost 180 companies have been misclassified, this allowed the algorithm 

to learn and resulted into a 24 misclassification out of the 84 companies belonging to the test 

set. The accuracy (71.4%) this time is a reliable value to evaluate the performance of the 

model since the classifier has provided to perform well in the classification task.  

 

The second model has been developed using a Coarse Tree algorithm. In this case “Expected 

Attacks” has been derived utilizing a constant Navg, equal to 50. The reason behind this 

choice is related to the dataset composition. In particular, among the training set, 39 

companies have an attractiveness of 0.6, 37 of 0.7, 148 of 0.8, 138 of 0.9 and 122 of 1.  Since 

organization with a high value of attractiveness are more likely to be target of cyber attacks, 

the value of 50 attempted attack within a year is considered a good prediction. In Table 15 

and Figures 16 and 17 the characteristics of the model have been listed. 
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Table 15: Characteristics of the model 

Training Results 

Accuracy 

(Validation) 
65.9% 

Total Cost 165 

Prediction Speed 23000 obs/sec 

Training Speed 2.3142 sec 

Test Results 

Accuracy (Test) 77.4% 

Total cost 19 

 

 

 

Figure 16: Train Confusion Matrix 
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Figure 17. Test Confusion Matrix 

 

As it is possible to witness looking at Figure 17, this model has resulted to be able to 

discriminate between companies with a low risk to be successfully targeted by a cyber attack 

and companies with a high risk. The accuracy value of 77.4% reflects Figure 17, in which it 

is possible to see that only 19 out of 84 companies have been misclassified. 

 

 

6.3 Reviewed SMOTE dataset 
 

This attempt has been made by eliminating from the training set of the SMOTE dataset 10 

companies characterized by a combination of maturity, complexity, attractiveness and 

number of received attacks that would most certainly lead the machine learning model to a 

poor training procedure. The reason behind these combinations has been explained in the 

limitation’s paragraph. The best model is based on a Medium Tree algorithm whose 

characteristics have been listed in Table 16 and shown in Figures 18 and 19. 
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Table 16: Characteristics of the model 

Training Results 

Accuracy 

(Validation) 
61.3% 

Total Cost 184 

Prediction Speed 20000 obs/sec 

Training Speed 2.6046 sec 

Test Results 

Accuracy (Test) 78.6% 

Total cost 18 

 

 

Figure 18: Train confusion matrix 
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Figure 19: Test confusion matrix 

 

As is can be seen looking at Figure 19, the model is able to discriminate companies between 

low risk and high risk to be subjected by a cyber attack, even though there is still confusion 

on high risk companies being classified as low risk companies. The accuracy level of 78.6% 

together with the confusion matrix shown in Figure 18 and 19, underly the improvement due 

to the utilization of the reviewed SMOTE dataset with respect of the others, in particular to 

the standard one.  
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7. Case Study 
 

 

In this section two case studies are presented. 

 

 

7.1 Complexity impact on cyber risk 
 

This section is focused on healthcare organizations specifically, both indirectly and directly. 

As stated in the section on cyber risk for healthcare organizations, conducting a cyber risk 

assessment on hospitals is essential in order to implement an adequate degree of cyber 

security procedure. A successful cyber attack can result in anything from data theft to 

medical instrument paralysis, resulting in patient delays or even patient death. The adoption 

of IoMT functionality has increased the complexity of hospital infrastructure, making it more 

vulnerable. As a result, the impact of the complexity index on cyber risk has been 

investigated in this section while fixing the other parameters.  

 

Table 17: Fixed parameters 

Fixed parameter 

Maturity 7 

Attractiveness 0.8 

Navg 30 

 

 

In table 17 the fixed parameter has been listed. 

To avoid taking extreme cases into account, the maturity index has been set to 7, the 

attractiveness index to 0.8, to simulate healthcare infrastructure, and Navg to 30. The results 

were obtained using both the MAGIC/FAIR and MAGIC/HTMA approaches. 
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7.1.1 Magic integration with HTMA 
 

The result of the integration of MAGIC/HTMA are depicted in Figure 20. Figure 20 shows 

that for complexity indexes ≤ 3, the probability of receiving a successful attack remains 

constant at 51%. The probability of receiving a successful attack increases as complexity 

increases, particularly between 4 and 7. For complexity 8, it remains constant at 100%. This 

analysis found that low complexity companies are less likely to be successfully targeted by 

a cyber attack, whereas complex organizations have a nearly 100% chance, highlighting the 

importance of implementing the best cyber security algorithms available. 

 

Figure 20: Likelihood in function of the complexity level 

 

 

7.1.2 MAGIC integration with FAIR 
 

In Figure 21, the results obtained with MAGIC/FAIR are shown. The figure shows that for 

organizations with a complexity index up to 4, the most likely number of successful attacks 

received in a year is 0. This value increases for complexity values of 5, reaching a maximum 

value for a complexity value of 10. This trend shows that low complexity organizations are 

far less likely to be targeted by successful attacks, whereas highly complex organizations 
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have a maximum number of expected successful attacks of 23. Furthermore, this 

demonstrates the importance of adopting the best cyber security algorithms available for 

high-complexity businesses. 

 

 

Figure 21: Expected Attacks trend as a function of complexity 

 

 

7.2 Output of the model as complexity and maturity change 
 

The output of the model based on a Medium Tree algorithm generated using the reviewed 

SMOTE dataset has been analysed in this section, beginning with the parameters related to 

the Akorn International Hospital and then by changing maturity and complexity to assess 

how the output changes. Table 18 lists the parameters associated with the Akorn 

International Hospital. 
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Table 18: Parameters related to Akorn International Hospital 

ID Maturity Complexity Attractiveness Attacks 

Akorn 

International 

Hospital 

5 1 0.8 2 

  

 

In this case, the Akorn International Hospital is a private infrastructure, which explains the 

low value of the complexity index, as it employs only 1.100 people. 

As a first attempt, this hospital was included as the sole entry for the machine learning model 

test. The model correctly predicted the risk class associated with the Akorn International 

Hospital, classifying it as low risk (class 1). 

 

For the next attempt, a complexity value of 5 have been considered, maintaining maturity to 

5. In this case the implementation of FAIR together with MAGIC has given as output an 

Expected Attacks of 32, still leading to a classification to the class 1, hence low risk. 

The complexity index was then raised to 9, simulating a very complex infrastructure with a 

low level of maturity. In this case, the FAIR algorithm combined with MAGIC yielded a 

“Expected Attacks” of 38, and as a result, the model classified the hospital as a high risk 

infrastructure (class 2).  

The model will continue to classify the Akorn International Hospital as low risk based on 

the results of this test until the complexity index reaches a low or medium value. When the 

complexity exceeds 7, the ML model begins to classify it as class 2, indicating a high risk. 

As final attempt, complexity was set to a starting value of 1 and maturity to 1 and 3 

respectively. It is worth noting that a maturity index of 1 represents a security score that can 

range between 650 and 680, indicating that an organization has poor cyber security coverage 

but is not completely unprotected. 

The previously mentioned combinations are listed in Table 19. 
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Table 19: Machine learning model output to changes in maturity and complexity 

Maturity Complexity Navg 
Expected 

Attacks 
Class of risk 

Fixed maturity  

5 1 50 1 1 

5 5 50 32 1 

5 9 50 38 2 

Fixed complexity  

3 1 50 2 1 

1 1 50 21 1 

 

As it is possible to witness looking at Table 19, the maturity index has been always lower 

than 5, since in this case, having a maturity index greater than 5 would most certainly lead 

to a classification as low risk. For greater values of the complexity, a poor value of the 

maturity index led to a classification of high risk, as is it possible to see when the maturity 

is 5 and the complexity index is 9. 

Also in this case, it is worth nothing that a maturity index of 5 reflects a security score 

between 770 and 800, underlying the necessity to employ optimal cyber security procedure 

when it comes to cover a really complex infrastructure.  

Another interesting case would be to check, fixing the complexity index to 9, the maturity 

value that would result in a classification to low risk by the ML learning model. Maturity 

values ≥ 7 have been taken into consideration, and the results are listed in Table 20. 

 

Table 20: Machine learning model output to variation of maturity 

Maturity Complexity Navg 
Expected 

Attacks 
Class of risk 

7 9 50 37 2 

8 9 50 31 2 

9 9 50 16 2 

10 9 50 1 2 

 

As can be seen in Table 20, for extremely complex healthcare infrastructure, even a maturity 

value of 10 yielded a high risk classification. The complexity of the interconnection between 

components of an infrastructure represents an insurmountable barrier to the correct 

application of the optimal degree of cyber security procedures, which explains these 
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findings. Nonetheless, a complexity value of 9 represents a range of employees from 256.000 

to 512.000, which cannot be correlated to a single hospital, but to a healthcare infrastructure 

that includes multiple healthcare facilities. 

Finally, due to the limitations listed in the following paragraph, this behaviour may be a 

reflection of some issues encountered during the training phase. 
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8. Limitations 
 

 

In this section, the limitations of this work have been listed. 

 

 

8.1 Polarization of the Dataset 
 

The standard dataset is completely polarized towards organizations that have been 

successfully targeted less than three times. This would result is a poor training of the machine 

learning model, since its ability to recognize between low/high risk would also be completely 

polarized towards low risk. For this reason, an over fitting procedure has been employed. 

Despite the fact that the SMOTE algorithm has been demonstrated to perform successfully, 

the 147 synthesized organizations may have been a challenge for the accurate creation of the 

model, given their fictitious nature. 

 

 

8.2 Dataset 
 

Another problem related to the dataset is the number of elements. With the SMOTE 

procedures, 147 companies have been added reaching 484 companies for the training set. It 

is not a low value of elements, but for the development of a full-fledged model a greater 

amount of element would result in an increase of the accuracy, due to a greater training set. 

 

 

8.3 UpGuard 
 

In terms of UpGuard, the security score parameter assigned to each organization solely 

considers the previous year. Consequently, it is possible that some businesses with a history 

of many attacks have improved their cyber security procedures and now have a high security 

score. Similar to this, businesses with a poor security score and a low number of successful 
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attacks may have changed their cyber security protocol in the past but not in 2022. This 

restriction may also reduce accuracy since it interferes with the training process. 
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9. Conclusions 
 

 

In this work, the development of a machine learning model to perform cyber risk assessment 

has been carried out. Various characteristics have been chosen to reflect the likelihood of 

being the target of a cyber attacks, such as maturity, complexity and attractiveness .Different 

approaches have been taken, one that take into consideration that after receiving a cyber 

attack an organization does not change posture, FAIR, and the other taking into consideration 

that after receiving a cyber attack the organization changes posture. The dataset that has been 

employed counted 420 companies and the number of successful cyber attacks that targeted 

each company. Maturity, complexity, and attractiveness parameters have been added for 

each company and subsequently parametrized. More than one model have been developed, 

exploiting the possibility to perform over-fitting procedures to obtain better results. The 

overfitted dataset, with the addition of 147 fictitious companies, counted 484 companies as 

training set and 84 as test set. The best result has been obtained exploiting the over-fitted 

dataset and the FAIR methodology integrated with the MAGIC approach, yielding an 

accuracy of 78.6%. This result underlies the possibility to perform cyber risk assessment 

with a machine learning approach, while on the other hand, points out some limitation of 

this approach. The dataset, in particular, is critical, and a better-suited dataset must be used 

to achieve a better outcome. The results achieved in this paper, using an unbalanced dataset, 

demonstrate the full potential of this method and its potential future applications. 
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